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Q Cryptshare

Guide to using Cryptshare for Office 365 & Outlook

Sending files and messages securely

The Cryptshare Outlook add-in offers an easy way to send ad hoc messages or files of any
size, any time.

To use Cryptshare daily, it is easiest to do so directly within your e-mail program.

Advantages resulting from the integration into MS Outlook and Office 365 are:

1. The ability to send and receive secure e-mails and large files from the familiar Outlook
or Office environment.

Access to the address books integrated in Outlook.
Use of the formatting options of Outlook Editor.

Storage of sent and received messages in your own mailbox.

a & 0D

Convenient attachment of files and entire folder structures (e.g. by using drag & drop).

Release Notes
You can find information on release notes and new product features in our partner area here:
https://login.cryptshare.com/

*Cryptshare nutzt Stand 03.2016 eine 256 Bit AES Verschliisselung.
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Workflow for the provision of files

The steps required for exchanging information are described in the individual

screen templates.

To send a message or large files securely from Outlook, first create a new e-mail as you
usually would.

i -
Insert Options Format Text Review Help Q Tell me what you want to de
L] o i ] [] " > -
o & & Calibri (Boc = |11 ~| & A [_A_-’-! .3\@ @ fh _2 I Follow Up
I High Importance
Send with Email Paste - B I U 3. A LllE== Address Check  Attach Attach Signature
Cryptshare classification - & Format Painter - Book Mames Filer ltem~ - ¥ Low Importance
Cryptshare Clipboard ) Basic Text ] Mames Include Tags
| to.. | |cilee.pates;
=1
Ceu
Send
| Subject Confidential message
Hi Gill, I' ¥ [ =1en
Home Share View
This is a highly confidential mes|
<« v P » ThisPC » Documents » Senstiges » Testfiles » EN
Best regards, -
MName Date Type
7 Quick access
lohn I Deskt » Business Plan 5/9/2017 10:41 AM Microseft Word D... 21,485 KB
eskto,
B @ ner eveloprent 5/9/2017 10:43 AM  Microsoft PowerP... 7813 KB
¥ Downloads [=] IMage Video 5/9/2017 10:47 AM  MP4 File 7
Documents * Reviewed Numbers 5/9/201710:44 AM  Microsoft Excel W... 40 KB
&= Pictures E s
EN
h Music
Testfiles
! Videos
¢@ OneDrive
& This PC
? Network

&8 BF-TE-CS40-DC
E BF-TE-CS40-WTC2
E BF-TE-CS40-WTC4
E BF-TE-SPS-W10C1
[ teclient
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Help Q Tell me what you want to do

- T = R ) Y i D [ Follow Up ~ ’
Calibri (Boc~ |11 Ly & | == = ! :?@ Y, i .

. ! High Importance X
B I U ar. A . Address Check  Attach Attach Signature Office
B Book Names File~ ¥ Lowlmportance  Agq-ins

Basic Text I} Names Recent |

Vertrauliche Geschaftseinblicke
Chlsers\dogj\Documents\Sonstiges Testfi

General Market Development
Ch\Users\dog\Documents\Sonstiges, Testfiles\ENY,

Reviewed Numbers
ChUsers\doej\Documents\ Sonstiges\ Testfiles\ENY

D CS40utlookEmailClassifications
Chlsers\dogj\Documents\Sonstiges',

Browse This PC...

(] 5
- T
Insert Options Format Text Review Help Q Tell me what you want to do

b B By pas 1 ef
0 N CalbriBoc= |11 - A A = -i=- R |58 ?p"@ @

Send with Email B I U Address Check = Attach

T

Cryptshare classification - & Book MNames File~| |
Cryptshare Clipboard ] ] MNames
Cryptshare Attachment-Manager x o«
o Ik 8 Gil GB. Bates;

© cryptsiare =G

Making e-mail better Subject Confidential message

Drop files below or click the button. Higill,

This is a highly confidential message.

Best regards,
h ADD FILE

lohn
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When you have finished the message, click on "Send" as usual.

In addition to manual activation, Cryptshare can also be activated by selecting a protective e-
mail classification, or when attaching a file that exceeds an administrator-defined size limit.
In any case, existing attachments are also copied into the sidebar and can be edited there.

Insert Options Format Text Review Help Q Tell me what you w

Send with Email Paste = )
Cryptshare classificatig - - Format Painter

Cry| @ No classification
0 Crypts This message will be sent unclassified.

Gill GB. Bates;

' Public
The infermation is not subject to any secrecy.

ct Confidential message
Confidential
The information may only be made available to certain employees
or external contacts, as leng as they are necessary for their activities.
wly Strictly Confidential ly confidential message.

W Theinformation is highly sensitive and subject to special

’7 protection,
s |

[Business Pian.dock 098M8  X| John|
|General Market Development pptx 7.63 MB -4 |
[image video.mpa 18120MB  X]
[Reviewed Numbers xisx 0oams x|
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Transfer Dialog

After clicking the send button, a dialogue opens in which you can determine settings for the
transfer.

ﬂﬂ TRANSFER DIALOG x

TRANSFER SETTINGS

EXPIRATION DATE | 6/2/2018 |

RECIPIENT LANGUAGE [English (United Kingdom) [~]
Encrypt Message \
Encrypt Subject

Confirm delivery

Expose file names in notification mails

[] Show zip content

) Don't set a password
® Generate password

() Enter password

PASSWORD C UwA29e6 (LT [F)
_ b

‘ BACK | }ART TRANSFER ‘
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Transfer Dialog (QUICK Technology)

After clicking the send button, a dialogue opens in which you can determine settings for the

transfer.

Hﬁ TRANSFER DIALOG

TRANSFER SETTINGS

EXPIRATION DATE | 8/16/2019 &

RECIPIENT LANGUAGE  |English (United Kingdom) [-]

| Encrypt Message
[] Encrypt Subject

[] Confirm delivery

[] Expose file names in notification mails

Password security
@ Security without passwords

QUICK

() Generate password

(@ Enter password

PASSWORD weessssssssss

REPEAT |#eeesssssscss

VERY GOOD |

min.5 || max50 =

BACK J/ START TRANSFER ‘
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ﬂﬂ TRAMNSFER DIALOG *

TRAMNSFER SETTINGS
EXPIRATION DATE | 8/16/2019 E|
RECIPIENT LANGUAGE  |English (United Kingdom) [-]

+| Encrypt Message
[] Encrypt Subject

[] Confirm delivery

[] Expose file names in notification mails

Password security
@  Security without passwords QUICK

START TRANSFER

o Cryptshare Transfer-Manager x »

UPLOADS

Gill GB. Bates %)
% Confidential message -
SENT Thursday, May 24, 2018 4:08:15 PM
SEMDER John.Doe@csdotest.com
AVAILABLE UNTIL  Saturday, June 2, 2018 /

SIZE 209.85 MB

SHOW SENT MESSAGE

SHOW PASSWORD
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File retrieval process

If the recipient does not have a Cryptshare for Office 365 & Outlook installation, the files can be
retrieved via the Cryptshare web application.

Receiving Cryptshare transfers in Outlook

If Cryptshare for Office 365 & Outlook is installed, incoming transfer notifications are detected and
a corresponding item is inserted in the download manager.

Retrieval of data

Here you can start the data
retrieval. To do so, please
enter the password you
received from the sender.

lohn Doe o
Confidential Message I\E/’I

DOWMNLOAD OPTIONS

Import encrypted message
Add files to encrypted message
[ ] save files to folder

Delete notification

Download options

Depending on the content
of the transfer, different
options are displayed.

[arT
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File retrieval process (QUICK Technology)

If the recipient does not have a Cryptshare for Office 365 & Outlook installation, the files can be
retrieved via the Cryptshare web application.

Receiving Cryptshare transfers in Outlook (QUICK
Technology)

If Cryptshare for Office 365 & Outlook is installed, incoming transfer notifications are detected and
a corresponding item is inserted in the download manager.

© Cryptshare Transfer-Manager x »
DOWNLOADS
John Doe
Confidential Message QUICK (x
DOWNLOADPASSWORT
PASSWORT
ABBRECHEN PASSWORT PRUFEN
John Doe QUICK (%

Confidential Message

QUICK @

Der Absender |3dt Sie ein, QUICK zu verwenden.
QUICK verwaltet zukiinftig die Sicherheit der
Transfers zwischen lhnen und dem Absender,
ohne dass Passwirter verwendet werden
missen.

Machten Sie eine QUICK-Verbindung mit diesem
Benutzer eingehen?

MNEIN 1A
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Encrypted messages can be imported directly into the inbox of MS Outlook. Any file attachments
can be attached to the imported encrypted message. In addition, or alternatively, you can also save
the message as an .eml file and the file attachments in their original format in the file system.

Size limits

The files could not be attached to this message because they were exceeding the size limit. Instead, they have been

stored in the file system. Click the link to open the file storage location.

Click here to open the containing folder.

Files:

« Business Plan.docx

s General Market Development.pptx
+ Image Video.mpd

+ Reviewed Numbers.xlsx

« encrypted_message.eml

The notification mail is no longer required and can be deleted automatically during the import. After
a short period of time, the message and its attachments are available in the recipient's inbox, just
like any other e-mail.
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Office Integration
Sending with a right-click, or directly from within Office applications.

Send Cryptshare e-mails conveniently from within Office applications. This means that a Word
document, an Excel file, or a PowerPoint presentation can now be conveniently sent via "File" and
"Share" with Cryptshare. The user enters the recipient’s address and the subject, as usual. Done.

Cryptshare has also been integrated into the Microsoft Office package so you can work in your
familiar working environment. Better usability saves even more time.

Share
Share 0 1

Confidential Business Insight e Fi
Documents » Testfiles Cryptshare
Share

Account
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Protective e-mail classification

IT compliance made easy, for you and your employees.

With just one click!

In addition to e-mail encryption, Cryptshare offers the possibility to classify data before transfer
with Microsoft Outlook. The classification of data is an important compliance standard required by
EU GDPR.

Insert Options Format Text Review Help Q Tell me what yol w

® o

Send with Email Paste <
Cryptshare cfass}fica{k%v - Format Painte

Cry| @ No classification

@ crypts

- A A

Calibri (Boc~ |11

This message will be sent unclassified.

' Public
The infermation is not subject to any secrecy.

ct Confidential message
Confidential I
The infarmation may only be made available to certain employees
or external contacts, as leng as they are necessary for their activities,
(:? Strictly Confidential ly confidential message.
The infermation is highly sensitive and subject to special

’— protection,
— .

|Business Plan.doc 098MB X| John|
|General Market Development. pptx 7.63 MB x |
[image Video.mp4 1B120MB  X|
|Reviewed Numbers xisx ooams x|
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The Cryptshare transfer settings in the Transfer Dialog are automatically filled in beforehand.
Depending on the default settings, it is possible to change individual options.

[ TRAMSFER DIALOG ® [ TRANSFER DIALOG %
TRANSFER SETTINGS TRANMNSFER SETTINGS
EXPIRATION DATE | 5/18/2017 = EXPIRATION DATE [ 5/18/2017 ]
RECIPIENT LANGUAGE  English (United Kingdam) =] RECIPIENT LANGUAGE  [English (United Kingdom) =
Confirm delivery +| Encrypt Message

+| Encrypt Subject
PASSWORD  C 0'5'74856k [§ | Confirm delivery

_ PASSWORD

Non—criﬁ:al REPEAT .l"..l'..l4 |
The e-mail text is sent unencrypted. Attachments are sent | GOOD |
encrypted via Cryptshare. You do not need to set a password. = RN | s | [

El abcABC _ ming || max!
BACK START TRANSFER
Strictly confidential
I-lii TRANSEER DIALOG % All contents (subject, e-mail text and attachments) are sent
encrypted via Cryptshare. You need to set a password. The
message must be retrieved by the recipient within 3 days. You
TRAMNSFER SETTINGS will be notified instantly when the recipient downloads the
message.
EXPIRATION DATE | 5/18/2017 |
- - . BACK START TRANSFER
RECIPIENT LANGUAGE  |English (United Kingdom) | =]

Confirm delivery

PASSWORD C RIBS_%64LY &)
Confidential

The e-mail taxt and the attachments are sent encrypted via
Cryptshare. You need to set a password.

BACK START TRAMNSFER
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Instructional videos and further information:

e Cryptshare Youtube Channel
e Cryptshare Wiki
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https://www.youtube.com/c/Cryptshare-Large-file-transfer-Encrypted-e-mail
https://wiki.cryptshare.com/x/ZYBtAQ
https://wiki.cryptshare.com/x/ZYBtAQ
https://wiki.cryptshare.com/x/ZYBtAQ
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